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The Office of Nonproliferation and International Security
applies program, technology and policy expertise to:

Safeguard and Secure nuclear
material to prevent its diversion, theft
and sabotage.

Negotiate, monitor and verify compliance
with international nonproliferation and
arms control treaties and agreements.

Control the spread of WMD-related
material, equipment, technology
and expertise.

Develop and implement DOE/NNSA
nonproliferation and arms control policy

to reduce the risk of weapons of
mass destruction.




From Warheads to Widgets:

The Role of Science and Technology in Nonproliferation

In 2010, the Secretary of Defense, in
consultation with the Secretaries of State
and Energy, completed the third Nuclear
Posture Review since 1994 that, for the
first time, placed the prevention of nuclear
proliferation and nuclear terrorism at the
top of the U.S. nuclear agenda. Reports
in the news media underscore what we all
know: U.S. efforts to prevent and counter
the spread of nuclear weapons material
and technology are critically important.

To cite just a few examples, the United
States and other members of the United
Nations Security Council have spoken
plainly about their questions regarding
Iran’s compliance with its nonproliferation
obligations. Looking farther to the east, the
international community has been vocal
in its concerns regarding North Korea’s
nuclear test in 2009, and subsequent
developments on that troubled peninsula.

DOE/NNSA's Office of Nonproliferation
and International Security (NIS) makes
a unique contribution toward achieving
the Administration’s vision for reducing
nuclear dangers. To accomplish this vital
mission, science and technology are
critical building blocks for success.

This edition of the NIS Highlights
showcases the “gadgets and widgets”
capabilities and technical expertise that
NNSA and the National Laboratories
bring to the nonproliferation mission.
For instance, monitoring and verifying
compliance with arms control treaties

is a highly demanding task in a field
where the state of science, as well as
political and operational challenges and
opportunities, are continually evolving.
A case in point is the New START Treaty
signed with Russia that recently received
the U.S. Senate’s advice and consent for
ratification. For the first time in the history
of U.S.-Russian (formerly Soviet) arms
control, the two sides have committed to
verifying the number of actual warheads
on deployed delivery systems rather than
verifying that neither side has deployed
more warheads than attributed to specific
types of delivery vehicles. This more
precise metric requires the deployment
of reliable and affordable verification
technologies for use during warhead
inspections. Thanks to technologies

funded by NNSA and developed by the
National Laboratories, the United States
is ready for the challenge.

Technology funded by NIS plays a
crucial role in global cooperation to
safeguard nuclear materials and facilities
from illicit use. After many years of
technically difficult and costly efforts

to retrofit safeguards onto existing
nuclear inventories and facilities, NIS

is now leading the way to put in place

a new “Safeguards by Design” concept
that integrates enhanced safeguards

and security features into new nuclear
facilities from design to decommissioning,
thereby advancing global nonproliferation
while mitigating costs.

Another program that illustrates
technology’s importance to
nonproliferation is NNSA's Global
Initiatives for Proliferation Prevention
(GIPP). Together with partners from

U.S. industry, GIPP funds collaborative
research to engage WMD experts from
the former Soviet Union, Irag and Libya in
technology development for peaceful use.
As a result of GIPP efforts, the United
States has engaged many of the world’s
foremost weapons experts—men and
women who might otherwise have been
recruited to employ their deadly skills for
proliferant states and terrorists. Since
1994, GIPP has engaged more than
17,000 former WMD experts from more
than 180 scientific facilities.

Finally, technology is a key element

of international cooperation to prevent
proliferants from acquiring dual-use
materials and equipment through the
global trade system. Among other
achievements, Commodity Identification
Training developed by the International
Nonproliferation Export Control
Program has empowered enforcement
officials in more than 40 partner
countries with the expertise to prevent
these dangerous transfers.

Specific examples of innovative
technologies that support strengthened
safeguards, export control, nuclear
security, and arms control are described
in the following pages. By working in

Sample GIPP Technologies

GIPP is the only U.S. Government nonprolif-
eration program that systematically engages
the business community and leverages their
technical and commercial contributions in
advancing U.S. nonproliferation goals.

Nano alloys offer superior properties for medical,
automotive and aerospace industries, Metallicum
LLC, New Mexico, based on work by Ufa State
Aircraft Technical University, Russia, and Los
Alamos National Laboratory, New Mexico.

Oak Ridge National Laboratory, Pratt & Whitney,
Paton Electric Welding Institute (Kiev, Ukraine)
and International Association INTERM (Kiev,
Ukraine) worked together to develop welding and
brazing repair technologies for use with nickel-
base superalloy components used in the turbine
blades of aircraft and land-based turbine engines.
This successful project resulted in a commercial
repair business that has been implemented at the
Pratt & Whitney—Paton facilities in Kiev, Ukraine.

close coordination with partners, both
domestic and international, the science,
technology and engineering experts

of NIS and the National Laboratories
provide a strong foundation for the
flagship nonproliferation programs

that implement the Administration’s
nonproliferation agenda. m
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Nuclear Safeguards

NIS Funds Development of an Optically Stimulated
Luminescence Uranium Enrichment Monitor

Under the Next Generation Safeguards
Initiative, the U.S. Department of
Energy’s Pacific Northwest National
Laboratory (PNNL) is pioneering the use
of Optically Stimulated Luminescence
(OSL) technology to passively measure
the level of uranium hexafluoride (UF,)
enrichment in process pipes within a Gas
Centrifuge Enrichment Plant (GCEP).

GCEP safeguards are a key focus of
efforts to strengthen the international
safeguards system. Because the basic
technology and infrastructure needed

to enrich uranium to produce fuel for
nuclear power reactors also can be
misused to enrich uranium to weapons-
usable levels, it is important for the
International Atomic Energy Agency
(IAEA) to verify the enrichment level of
uranium (in the form of UF ) produced at
GCEPs. Current methods for measuring
enrichment “online” (i.e., flowing through
the actual process pipes at a GCEP)
rely on the use of a californium source to
actively “interrogate” UF, molecules. The
californium must be replaced regularly
at great expense and inconvenience

to both the IAEA and facility operators.
By contrast, the PNNL OSL enrichment
monitor—if proven to be successful—
would provide a completely passive,
low-cost, portable and reusable detector
that can operate in unattended mode

and from which data can be obtained
on-site in a matter of minutes.

If demonstrated to be successful,

the OSL enrichment monitor would
provide the international safeguards
community—in particular the IAEA—
with an additional option for performing
an important measurement at a type
of facility that is considered among the
most challenging to safeguard. Such
high-confidence measurements are
crucial to the IAEA’s ability to verify
that States are operating their nuclear
facilities in a manner consistent with
their international obligations.

The prototype OSL enrichment monitor
employs a simple design using two
detector elements. The first element
measures both the low-energy and
high-energy gamma rays from UF
gas, while the second element uses a
small piece of tungsten to shield the
low-energy gamma rays and measure
only the high-energy gamma rays. The
ratio of the responses from the two
detector elements provides an estimate
of the level of uranium enrichment. In
addition, subtracting the response of
the shielded detector element from the
unshielded element provides a way to
measure deviations in the expected
level of enrichment.

ORNL’s uranium
hexafluoride test
loop with PNNL’s
monitors attached.

Optically Stimulated
Luminescence (OSL) Monitor

PNNL has experimented with various
types of OSL detector material

to maximize the sensitivity of the
detector element and has modified

a commercially available OSL

“reader” to be able to further increase
sensitivity. In addition, Sandia National
Laboratories (SNL) is developing a
tamper-indicating enclosure for the
OSL enrichment monitor that will
record attempts to disable, fool or
defeat the detector. The SNL enclosure
employs a ceramic clam-shell design
that detects tamper attempts while
facilitating the ability to retrieve OSL
detectors for analysis and then deploy
freshly “erased” OSL dosimeters.

PNNL has performed prototype testing
and measurements at Oak Ridge
National Laboratory (ORNL), home to
an enclosed UF test loop facility. The
results of this testing confirmed the
viability of the basic technical approach
and pointed to the need for further
development of detector materials with
greater measurement sensitivity. During
FY 2011, testing will continue to take
place at the ORNL test loop to evaluate
the modified detector materials currently
under development. Collaboration with
SNL will also continue in FY 2011. =
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Online WMD Commodity Reference Helps
Thwart Proliferation Procurement Networks

Dual-use goods—items which have
commercial uses but are also useful

in weapons of mass destruction

(WMD) development programs—pose
one of the most difficult challenges

to international nonproliferation

efforts. Proliferation networks exploit
weaknesses in the global trade

system to acquire dual-use materials,
equipment and technology for WMD
development programs. Export controls
on these items strive to allow trade in
these goods for legitimate uses while
preventing their diversion to WMD
programs. Implementing and enforcing
these controls frequently fall to national
customs and other frontline enforcement
agencies that struggle to identify dual-
use goods and distinguish between
legitimate and illicit shipments.

DOE/NNSA'’s International
Nonproliferation Export Control Program
(INECP) developed Commodity
Identification Training (CIT) to familiarize
enforcement officials with WMD-

related items. Building on the wealth

of useful information in CIT, and with
support from the Department of State’s
Export Control and Related Border
Security Program (EXBS), INECP has
developed an online “eCIT” repository
of CIT curriculum information that is
accessed through the use of a Strategic
Commodity Reference (SCORE) online
tool. The system is actively used by
officials in over 40 countries as well as
U.S. export enforcement agencies.

SCORE, which was developed for
INECP at Argonne National Laboratory,
provides a simple user interface to
access and search the eCIT repository.
Registered account holders can use

a standard web browser to rapidly
access detailed commodity information,
including pictures, commercial and
WMD uses, and control list text. To
enable ease of use where Internet
access may be limited, the system
offers several printable outputs,
including Field Guides for similar types
of commodities or Inspector Reports
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Screen shot of the Strategic Commodity Reference (SCORE) online interface for accessing the eCIT
repository of INECP’s Commodity Identification Training (CIT) curriculum information.

with full product and control language
information on a single commaodity.
Access to this commaodity information
is particularly valuable for frontline
officers operating in an environment
where reachback to technical expertise
is limited.

Although account holders currently
access English-language content hosted
on Argonne servers and maintained

by DOE subject matter experts, the
system was designed for easy adoption
and independent customization by
INECP’s international partners. Several
deployment options allow each partner
to determine the levels of administration,
customization and privacy that best suit
its needs and constraints. INECP-trained
CIT experts in partner countries can
choose to maintain their own customized,
native-language commodity information
and control lists on servers maintained
by Argonne, or they can install and
manage the system on their own servers.
To date, ten countries have expressed

interest in customizing their own content,
and South Africa is the first country to
install its own independent eCIT/SCORE
system. INECP will conduct eCIT Content
Management Training with South Africa in
February 2011.

The tool, while valuable, is not a
substitute for training. The challenge
of dual-use goods is complex and
unfamiliar to many—eCIT/SCORE
supplements broader national efforts
to train and equip enforcement officials
with the knowledge, tools and technical
support needed to confront this critical
proliferation challenge. A national
WMD awareness and CIT training
program, coupled with reliable and
easy access to detailed commodity
information, provides enforcement
officials with added confidence to act
on their enforcement instincts and
take appropriate measures when
encountering suspicious shipments. ®
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GIPP Development of Nonproliferation
and National Security Technologies

During a conference on Science

and National Security in Madrid in
early November 2010, NNSA Deputy
Administrator Anne Harrington noted
that she “cannot think of a single global
security issue today that does not have
a significant science, technology or
engineering element.” NNSA’'s Global
Initiatives for Proliferation Prevention
(GIPP) Program serves as a platform
for science and technology collaboration
that applies the expertise of former
weapons of mass destruction (WMD)
experts to civil pursuits that address
global security issues.

Since 1994, GIPP has engaged over
17,000 personnel (at least 60% with
former WMD experience) from more
than 180 facilities in the former Soviet
Union, Libya and Irag. The Program is
well-recognized within the international
scientist engagement community for
successfully facilitating relationships
among commercial entities, National
Laboratories and former weapons
scientists. These collaborations have
resulted in important civilian technologies
that support global priorities, including
national security, energy efficiency and
the advancement of medical science.
Completed GIPP projects have received
eight R&D 100 Awards for the top

100 U.S. technological developments
of the year and have resulted in 41
commercialized technologies.

The development of nonproliferation and
security technologies is a major focus of
the Program. Key activities have included
commercial aircraft protection; detectors
for chemical, nuclear and explosive
materials; asset tracking surveillance;
methods for biological decontamination;
land mine detection; and needleless
injection for pandemic response.

Recent advances in explosive detection
include continuous wave short

range radar and a system to detect
hidden explosives. The Kansas City
Plant collaborated with the Moscow
Engineering Physics Institute and U.S.-
based Stolar Horizon, Inc. to develop

a hand-carried, frequency-modulated

continuous wave radar as a
means to discriminate concealed P
explosives and their wrappers
(metallic or nonmetallic) from
human skin. This device can
be used in counterterrorism, police

and forensic work, and border security.
Lawrence Livermore National Laboratory
collaborated with Russia’s Lebedev
Physics Institute and U.S. company
Valley Forge Composite Technologies, to
develop an accelerator-detector complex
for the detection of hidden explosives
concealed in airline passenger baggage
and air cargo. The system is based

on induced characteristic secondary
emission patterns from organic
compounds of concern.

In the area of chemical
detection, Brookhaven
National Laboratory just
completed a project with the
General Physics Institute in
Moscow that developed a
low-cost chemical detector
based on laser absorption
spectroscopy using a diode
laser. The device can be used
to detect explosives, ammonia
for medical applications,
methane for detection of

gas pipeline leakages, and
uranium hexafluoride
for the identification of
uranium enrichment.
This technology has
applications in border
and port security work,
as well as general
forensics and law
enforcement.

These recent
developments
illustrate the range
of assets and unique
qualifications that
former weapons scientists bring to bear,
and the advantages of deploying the
global scientific community to advance
shared security objectives. As Deputy
Administrator Harrington also recently
noted, “Partnering to address global
challenges, creating professional ties that

Nuclear Controls m
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Ft)lly assembled Accelerator Detector Complex for detection
of hidden explosives.

Explosives sample detection in a laboratory environment.

sometimes cross official ideologies in
pursuit of a more secure world, identifying
common threats and seeking innovative
solutions to address them—these are
common interests shared by all of us.” m
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Nuclear Verification E

Next Generation Trusted Radiation
Identification System (NG-TRIS)

The NIS Office of Nuclear Verification
recently completed the development of

a new tool for secure measurements of
nuclear materials. The Next Generation
Trusted Radiation Identification System
(NG-TRIS) enables secure joint monitoring
and verification of sensitive items, such

as warheads and components during
storage and dismantlement, providing
confidence that measurements are valid
while ensuring that classified or sensitive
information is protected from disclosure.
The NG-TRIS is the latest in a series of
secure radiation signature identification
systems developed by Sandia National
Laboratories (SNL) to support arms control
monitoring and transparency initiatives,
building upon more than 15 years of
related work and equipment development.

In 1994, the Radiation Measurement
System (RMS) was successfully deployed
at the Pantex Plant to confirm the identities
of containerized pits by comparing
low-resolution gamma-ray spectra

with certified templates. This template
comparison method was adopted for
subsequent arms control demonstrations,
with the addition of protection for classified
information. The first-generation device

to use the secure template approach was
the Radiation Inspection System (RIS),
exercised in 1997 at Los Alamos National
Laboratory and the Pantex Plant to
demonstrate that low-resolution template
matching could be performed robustly and
not reveal classified information. A second-
generation SNL device, the Trusted
Radiation Identification System (TRIS)
was developed in 2000-2001 and included
a sophisticated physical and software
security architecture that enabled TRIS to
securely confirm the identities of potential
Treaty Accountable ltems (TAIs).

An information barrier protects sensitive
information, such as warhead design
information, while providing inspectors
with confidence that the results accurately
reflect the characteristics of the item being
measured. This is particularly challenging
if inspection equipment is provided by

the host country, but may be desirable or
necessary when measurements are being
made on particularly sensitive items. For

)

TRIS, the trusted processor employed
both hardware and software features to
facilitate inspection of the equipment, and
to authenticate that measurement results
were accurate. TRIS has been used
successfully since its development in both
domestic and international exercises.

The NG-TRIS required designing custom
power supply and data management
components as well as a novel firmware
authentication method. With these
innovations, all sensitive information

and operating software of NG-TRIS are
protected within a secure, inspectable,
tamper-indicating enclosure (TIE).

In addition to the improved sensitive
information protection and software
security features of NG-TRIS, additional
means of authenticating its physical
integrity and identity have been
incorporated using a reflective particle tag
(RPT), the application of which provides
both a unique identifier and tamper
indication when applied to a weld or other
connection point of an object.

Development in FY 2011 will continue
with updates to the NG-TRIS processor
and communications subsystems, and
fabrication of a smaller and lighter TIE.

Prototype RPT applied at the juncture of the
NG-TRIS trusted processor end plate and
cylindrical case joint.

Next Generation TRIS, comprised of
a sodium iodide detector, a trusted
processor within a tamper-indicating
enclosure, and a hand-held interface.

The NG-TRIS will be tested in a joint
international exercise, adopting RPT and
flash thermography inspection methods

to further augment tamper indication for
the trusted processor enclosure. Flash
thermography uses a brief but intense
pulse of light and an infrared camera to
record the surface temperature distribution
over time. Surface and subsurface
nonuniformities or defects can be detected
as evidence of tampering since continuum
heat transfer is impeded by the material
defect. These additional measures to
provide tamper indication for the NG-
TRIS trusted processor enclosure build
confidence that measurements are valid,
thereby supporting the NIS objective of
developing robust and effective monitoring
technologies to verify compliance with
future international arms control and
nonproliferation initiatives. ®
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For More Information
Mark Whitney, Assistant Deputy Administrator

Office of Nonproliferation and
International Security (NIS)

mark.whitney@nnsa.doe.gov
202-586-2120



